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17 U.S. Code § 106 - Exclusive rights in copyrighted works [2]:

• The five fundamental rights that the bill gives to copyright owners—the exclusive rights 

of reproduction, adaptation, publication, performance, and display—are stated generally 

in section 106.

Fair use? Depends on multiple factors:

• Purpose and Character of Use.

• Amount and Substantiality.

• Countries and regions, e.g., EU has more strict law frameworks on copyright.

What does copyright protect exactly? [1]

[1] https://xiusic.github.io/papers/naacl25_tutorial.pdf
[2] https://www.law.cornell.edu/uscode/text/17/106#:~:text=The%20five%20fundamental%20rights%20that,stated%20generally%20in%20section%20106.



Critical Needs:

•   Authors and Lawyers: Scalable evidence discovery for copyright enforcement.

•   AI Companies: Proactive red-teaming before deployment.

•   Students and Citizens: Accessible education on generative AI copyright risks.

• An evidence discovery process, not a static classification task.

Why Copyright Auditing matters? 



•   Output Uncertainty: Stochastic model generations make detection outcomes unstable 

and difficult to reproduce.

•   Alignment Suppression: Safety fine-tuning may suppress direct extraction while leaving 

latent memorization risks hidden.

•   Cross-version Fragility: Model updates can mask memorization, making it hard to 

distinguish true unlearning from mere suppression.

Practical Challenges of Copyright Auditing



Key Features:

•  Interactive interface for LLM copyright risk auditing.

•  Module selection for different forensic investigations.

•  Configurable target texts, prompts, and inference settings.

•  Evidence panel with matched-span visualization and similarity metrics.

Access Availability: 

•  Online Streamlit demo [1] for real-time investigation.

System Description

[1] https://copyright-detective.streamlit.app/



Copyright Detective: An integrated system for copyright risk assessment in LLMs. Analyze 
and find evidence of text regurgitation and potential infringement in LLM applications.

Forensic Modules



User interface of Copyright Detective, content recall 
detection on a snippet of The Great Gatsby.

Forensic Modules



• Content Recall Detection: Detects verbatim or near-verbatim text reproduction.

• Persuasive Jailbreak Detection: Uses adversarial persuasive prompts to expose latent 
leakage.

• Knowledge Memorization Detection: Tests specific facts and semantic details are 
internalized.

• Unlearning Detection: Audits residual memorization through probability and 
representation signals.

• Legal Cases Display: Contextualizes technical evidence with copyright-related legal cases.

Forensic Modules



Forensic Modules

Content Recall Detection:

•  Text Memorization / Document Memorization.

Configurations:

•  Recall Type: Next-passage Prediction / Direct Probing / 
User-defined Evaluation.

•  Settings: Inference times / Temperature / Top-p.

•  Others: Prompting Strategy /  Prompt Preview.



Forensic Modules

Persuasive Jailbreak Detection:

•  Prompt Mutation Strategies: Pathos / Logos / 
Negotiation / Loyalty Appeals...

Configurations:

•  Settings: Inference times / Temperature / Top-p.

•  Others: Intention Judge / Information Preview.



Forensic Modules

Knowledge Memorization Detection:

•  Open-ended Question / Single-choice Question.

Configurations:

•  Detection Mode: Open-ended Question / Single-choice 
Question.

•  Evaluation Mode: Standard / Step-by-step Leaking and 
Extraction.

•  Settings: Inference times / Temperature / Top-p.



Forensic Modules

Unlearning Detection: 

•  MIN-K% Prob / Representational Analysis

MIN-K% Prob:

•  Parameters: K Percentage / Max Tokens / Batch Size / 
Max Length.

Representational Analysis:

•  Representation Probes: Fisher Information / PCA Shift / 
PCA Similarity / Linear CKA.



Forensic Modules

Legal Cases Display:

•  Landmark AI Copyright Cases / Legal Risk 
Evidence.

Purpose:

•  Connect forensic detection results with 
real-world copyright litigation risks.



Persuasive Jailbreaking: Bypass safety filters 
and detect verbatim text reproduction.

Knowledge Memorization: Investigates 
internalized copyrighted knowledge.

Examples



Input Sources
•   Predefined Datasets
•    User-uploaded Files
•    User-provided Data

� Content Recall Detection
•  [1] 1984 / Game of Thrones / Casino 
Royale / ...

� Persuasive Jailbreak Detection
•  [2] Harry Potter / The Hobbit / Game of 
Thrones .

Predefined datasets

[1] Chen, T., Asai, A., Mireshghallah, N., Min, S., Grimmelmann, J., Choi, Y., Hajishirzi, H., Zettlemoyer, L., & Koh, P. W. (2024). CopyBench: Measuring Literal and 
Non-Literal Reproduction of Copyright-Protected Text in Language Model Generation. Proceedings of the 2024 Conference on Empirical Methods in Natural 
Language Processing (EMNLP 2024), 15134-15158.
[2] Long, J., Liu, M., Chen, X., Xu, J., Li, S., Xu, Z., & Zhang, D. (2025). Profiling LLM's Copyright Infringement Risks under Adversarial Persuasive Prompting. 
Findings of the Association for Computational Linguistics: EMNLP 2025, 15799-15823.



[3] Duarte, A. V., Zhao, X., Oliveira, A. L., & Li, L. (2024). DE-COP: Detecting Copyrighted Content in Language Models Training Data. Proceedings of the 41st 
International Conference on Machine Learning (ICML 2024), 11940-11956.
[4] Shi, W., Ajith, A., Xia, M., Huang, Y., Liu, D., Blevins, T., Chen, D., & Zettlemoyer, L. (2024). Detecting Pretraining Data from Large Language Models. 
International Conference on Learning Representations (ICLR 2024), 51826-51843.

� Knowledge Memorization Detection 
(Single-choice Question)

•  [3] arXivTection / bookTection.

� Unlearning Detection (Min-k% Prob)
•  [4] WikiMIA / BookMIA.

Predefined datasets



Experiments

Persuasive Jailbreaking:

•  Model: GPT-4o-mini.

•  Source: First 100 words of The Hobbit.
•  Strategies: Baseline, Pathos, Alliance Building, 
Reciprocity.

Findings:

• Persuasive prompts shift outputs toward higher similarity 
scores.

• Inference scaling exposes probabilistic leakage risks.



Best-of-N Persuasive Jailbreaking:

•  Model: GPT-4o-mini.

•  Source: First 100 words of The Hobbit.
•  Strategies: Pathos, Alliance Building, Reciprocity, Foot-
in-the-Door.

Findings:

• Best-of-N substantially improves targeted extraction 
success.

• Results confirm that inference scaling can amplify 
persuasive jailbreak risks.

Experiments



Experiments

Inference Scaling:

•  Target Text: First 300 words of Harry Potter and the 
Sorcerer’s Stone.
•  Sampling: 1,000 generations per model.

•  Temperature: 1.0.

•  Metric: ROUGE-L similarity score.

Findings:

• Copyright infringement is highly probabilistic, not 
deterministic.

• Memorization increases with model size (Llama).



Experiments

Unlearning Detection:

• Target/Reference Model: tofu_ft_llama2-7b/Llama-2-7b-hf.

• Dataset: 10 TOFU queries.

• Method: PCA on hidden-state activations.

Findings:

• Unlearning induces depth-stratified representation 
divergence.

• Final layers (29–31) show the strongest activation drift.

• Indicates altered internal processing of target texts.

Notes:

• Representation change ≠ guaranteed erasure.

• Similar divergence may result from alignment or suppression.



Copyright Detective reframes LLM copyright risk assessment as an evidence-driven 
forensic investigation, rather than a one-time binary judgment.

• Integrates content recall, persuasive jailbreak probing, knowledge memorization, and 
unlearning detection into one audit system. Provides practical support for black-box 
auditing, visualization, and reproducible evidence collection.
• Copyright leakage is often probabilistic and intermittent, requiring inference scaling 

to reveal hidden risks.

• Persuasive prompts can expose latent memorization even when standard prompts 
appear safe.

Conclusion


